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Pursuant to Minnesota Statute 13.825, LEADS Consulting conducted an audit of the 
Portable Recording System (Body Worn Cameras) at the Starbuck Police 
Department to ensure compliance with state law.  The site visit was conducted on 
March 27, 2018.  Police Chief Mitch Johnsrud, who manages the system, was the 
point of contact for auditors.  Chief Johnsrud serves as the department “Responsible 
Authority” for data practices related issues and also supervised the maintenance of 
data for the Portable Recording System. The Starbuck Police Department policies 
regarding “Body Worn Cameras” were collected and reviewed in detail in the weeks 
following the site visit.  A copy is attached to this audit as appendix A.  

Verbal information regarding operations and practices was received from Chief 
Johnsrud.   The audit examined the policies and practices of the department in 
regards to the use and operation of their Portable Recording Systems including the 
following functions:

1. Portable Recording System Technology

2. Records Maintenance and Data Protection

3. Data Classification

4. Retention and Destruction of Data

5. Data Use and Access to Data by Agency

6. Sharing Data with other Agencies

7. Access to Data by Subjects
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Starbuck Police Department Policy

The Starbuck Police Department Policy regarding their Portable Recording System 
is complete and specific regarding use and practices.  It includes provisions 
regarding access to data, agency use of data, classification of data and retention of 
data.  A copy of the policy known as General Order 49 is attached to this report as 
appendix A.

Starbuck Portable Recording System Technology

The Starbuck Police Department has been utilizing the “WatchGuard Body-Worn 
Camera System since June of 2016.  At the time of the site visit they had two body 
worn cameras shared by 4 full time officers and 8 part time officers.  As of March 27, 
2018, the system data base had recorded 839 video events. Each event is coded 
with an event category upon its creation or in the near future by the officer who 
initiated the recorded event.  It was noted that the WatchGuard version being used 
by the Starbuck Police Department was not the most current version.  Chief 
Johnsrud stated that upgrading to the most current version would involve additional 
cost that had not yet been approved.  Their current version did not provide an audit 
trail for auditors to examine who had accessed the video system.

Maintenance of Records and Data Protection

The WatchGuard system used by the Starbuck Police Department maintains 
detailed records showing the date and time that portable recording system data 
were collected.   The  Starbuck Police Department has a dedicated computer server 
at their police department to house the data with support from the Pope County IT 
unit.  The system is password and user role protected from unauthorized intrusion. 

Data Classification

The Starbuck Police Department utilizes the applicable classification of data under 
Minnesota Statute 13.825.  Their department policy includes several references to 
data classification for Body Worn Camera data and makes reference to the 
Minnesota Data Practices law and MN Statute 13.825.  Chief Johnsrud is 
knowledgable of the “Portable Recording System” data classifications required 
under MN statues and he also serves as the “Responsible Authority” under the Data 
Practices provisions. 
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The Starbuck Police Department had not had a recording of an incident 
documenting the discharge of a firearm by a police officer in the course of duty or an 
incident documenting the use of force by a police officer that resulted in substantial 
bodily harm.  Active criminal investigative data are considered confidential or 
protected nonpublic.

The department had not had a request from a subject of a video recording to make 
the data public or to extend the retention period.

The Starbuck Police Department policies and practices regarding data classification 
are consistent with state statutes.  

Retention and Destruction of Data

Minnesota Statute 13.825 Subd. 3 sets out specific minimum data retention 
requirements for different types of incidents captured by Portable Recording System 
devices.   PRS data that are not active or inactive criminal investigation must be 
maintained for 90 days.  After 90 days the data may be destroyed according to the 
agency’s records retention schedule. 

The Starbuck Police Department has a portable recording system data retention 
policy that is consistent with state law and references MN Statute 13.825.  A copy of 
the policy is attached.  At the time of the site visit they had not deleted or destroyed 
any line of duty data.  The data that is not required to be kept under Minnesota 
Statutes will be destroyed consistent with the city’s retention schedule which is 
based on the recommended policy of the League of Minnesota Cities.  A copy of the 
retention schedule was provided to the auditors.

The WatchGuard system allows the officers to create event descriptions that provide 
guidance as to whether the data has a further investigative purpose or requires 
longer retention.   

Active criminal investigative data is maintained and destroyed pursuant to MN 
Statute and the department’s retention schedule. 

The examination indicates that the Starbuck Police Department is in compliance with 
the “retention and destruction” of data provisions regarding Portable Recording 
Systems.
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Data Use and Access to Data

The Starbuck Police Department has a detailed policy regarding access to data 
which states “No employee may have access to the department’s BWC data except 
for legitimate law enforcement or data administrative purposes.”  The policy goes on 
to state, “Officers may access and view stored BWC video only when there is a 
business need.”  The system does not have an audit trail; however, the department 
policy does require officers to document in their reports if they access the data base 
for review.

Supervisors are also authorized to “randomly review BWC usage by officers to 
ensure compliance with policy and identify any performance area in which additional 
training or guidance is required”.

Auditors examined randomly selected 43 video data events.  As mentioned there 
was no audit trail to examine as this version of WatchGuard did not include an audit 
trail function.    All recordings were made in the line of duty.  

There is no evidence to suggest that there was any inappropriate access to the 
video data, however, LEADS auditors recommend that the City of Starbuck upgrade 
the WatchGard system to version 4 to ensure that an audit trail capacity exists.

Sharing Data with other Law Enforcement Agencies

All requests for sharing of data from other agencies are directed to Chief Johnsrud.  
He states that they have only had requests from other agencies when they are on a 
joint call for service.  Their policy states, “BWC data may be shared with other law 
enforcement agencies only for legitimate enforcement purposes that are 
documented in writing at the time of the disclosure.”

The Starbuck Police Department is in compliance with the “Sharing Among 
Agencies” provision of state law.

Access to Data by Subjects

The Starbuck Police Department follows MN Data Practice law and provides for 
release of subject data when requested.  Chief Johnsrud is the “responsible 
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D. Labeling and flagging designations may be corrected or amended based on additional 
information. 

Administering Access to BWC Data: 

A. Data subjects. Under Minnesota law, the following are considered data subjects for 
purposes of administering access to BWC data: 

1. Any person or entity whose image or voice is documented in the data. 

2. The officer who collected the data. 

3. Any other officer whose voice or image is documented in the data, regardless of whether 
that officer is or can be identified by the recording. 

B. BWC data is presumptively private. BWC recordings are classified as private data about 
the data subjects unless there is a specific law that provides differently. As a result: 

1. BWC data pertaining to people is presumed private, as is BWC data pertaining to 
businesses or other entities. 

2. Some BWC data is classified as confidential (see C. below). 

3. Some BWC data is classified as public (see D. below). 

C. Confidential data. BWC data that is collected or created as part of an active criminal 
investigation is confidential. This classification takes precedence over the "private" 
classification listed above and the ' public" classifications listed below. 

D. Public data. The following BWC data is public: 

1. Data documenting the discharge of a firearm by a peace officer in the course of duty, other 
than for training or the killing of an animal that is sick, injured, or dangerous. 

2. Data that documents the use of force by a peace officer that results in substantial bodily 
harm. 

3. Data that a data subject requests to be made accessible to the public, subject to redaction. 
Data on any data subject (other than a peace officer) who has not consented to the public 
release must be redacted [if practicable]. Tn addition, any data on undercover officers must be 
redacted. 

4. Data that documents the final disposition of a disciplinary action against a public employee. 

However, if another provision of the Data Practices Act classifies data as private or otherwise 
not public, the data retains that other classification. For instance, data that reveals protected 
identities under Minn. Stat. § 13.82, subd. 17 (e.g., certain victims, witnesses, and others) 
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should riot be released even if it would otherwise fit into one of the public categories listed 
above. 

E. Access to BWC data by non-employees. Officers shall refer members of the media or 
public seeking access to BWC data to Chief of Police/Administrative Assistant who shall 
process the request in accordance with the MGDPA and other governing laws. [n particular: 

1. An individual shall be allowed to review recorded BWC data about him- or herself and 
other data subjects in the recording, but access shall not be granted: 

a. If the data was collected or created as part of an active investigation. 

b. To portions of the data that the agency would otherwise be prohibited by law from 
disclosing to the person seeking access, such as portions that would reveal identities protected 
by Minn. Stat. § 13.82, subd. 17. 

2. Unless the data is part of an active investigation, an indjvidual data subject shall be 
provided with a copy of the recording upon request, but subject to the following guidelines on 
redaction: 

a. Data on other individuals in the recording who do not consent to the release must be 
redacted. 

b. Data that would identify undercover officers must be redacted. 

c. Data on other officers who are not undercover, and who are on duty and engaged in the 
performance of official duties, may not be redacted. 

F. Access by peace officers and law enforcement employees. No employee may have 
access to the department' s BWC data except for legitimate law enforcement or data 
administration purposes: 

1. Officers may access and view stored BWC video only when there is a business need for 
doing so, including the need to defend against an allegation of misconduct or substandard 
performance. Except as provided in the critical incident response policy, officers may review 
video footage of an incident in which they were involved prior to preparing a report, giving a 
statement, or providing testimony about the incident. 

2. Agency personnel shall document their reasons for accessing stored BWC data within 
incident reports/supplements/case notes to the case file relate to the video, at the time of each 
access. Agency personnel are prohibited from accessing BWC data for non-business reasons 
and from sharing the data for non-Jaw enforcement related purposes, including but not limited 
to uploading BWC data recorded or maintained by this agency to public and social media 
websites. 

3. Employees seeking access to BWC data for non-business reasons may make a request for it 
in the same manner as any member of the public. 
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G. Other authorized disclosures of data. 

Officers may display portions ofBWC footage to witnesses as necessary for pmposes of 
investigation as allowed by Minn. Stat. § 13.82, subd. 15, as may be amended from time to 
time. Officers should generally limit these displays in order to protect against the incidental 
disclosure of individuals whose identities are not public. Protecting against incidental 
disclosure could involve, for instance, showing only a portion of the video, showing only 
screen shots, muting the audio, or playing the audio but not displaying video. fn addition, 

I. BWC data may be shared with other law enforcement agencies only for legitimate law 
enforcement purposes that are documented in writing at the time of the disclosure. 

2. BWC data shall be made available to prosecutors, courts, and other criminal justice entities 
as provided by law. 

Data Security Safeguards 

A. All BWC files recorded will be only downloaded onto the departments Digital Evidence 
computer. This computer will not be connected to any network and will have mirrored drive 
to prevent any data loss. 

B. Personally owned devices, including but not limited to computers and mobile devices, shall 
not be programmed or used to access or view agency BWC data. 

C. Officers shall not intentionally edit, alter, or erase any BWC recording unless otherwise 
expressly authorized by the chief or the chief's designee. 

D. As required by Minn. Stat. § 13.825, subd. 9, as may be amended from time to time, this 
agency shall obtain an independent biennial audit of its BWC program. 

Agency Use of Data 

A. At least once a month, supervisors will randomly review BWC usage by each officer to 
ensure compliance with this policy and to identify any performance areas in which additional 
training or guidance is required. 

B. In addition, supervisors and other assigned personnel may access BWC data for the 
purposes of reviewing or investigating a specific incident that has given rise to a complaint or 
concern about officer misconduct or performance. 

C. Nothing in this policy limits or prohibits the use ofBWC data as evidence of misconduct 
or as a basis for discipline. 

D. Officers should contact their supervisors to discuss retaining and using BWC footage for 
training purposes. Officer objections to preserving or using certain footage for training will be 
considered on a case-by-case basis. Field training officers may utilize BWC data with trainees 
for the purpose of providing coaching and feedback on the trainees' performance. 
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Data Retention - Follows MN State Statute 13.825 sub. 3 

A. Portable recording system data that are not active or inactive criminal investigative data and 
are not described in paragraph (b) must be maintained for at least 90 days and destroyed 
according to the agency's records retention schedule approved pursuant to section 138. l 7. 

B. Portable recording system data must be maintained for at least one year and destroyed 
according to the agency's records retention schedule approved pursuant to section 138.17 if: 

1. the data document (i) the discharge of a firearm by a peace officer in the course of duty if a 
notice is required under section 626.553, subdivision 2, or (ii) the use of force by a peace 
officer that results in substantial bodily harm; or 

2. a formal complaint is made against a peace officer related to the incident. 

C. If a ~ubject of the data submits a written request to the law enforcement agency to retain 
the recording beyond the applicable retention period for possible evidentiary or exculpatory 
use related to the circumstances under which the data were collected, the law enforcement 
agency shall retain the recording for an additional time period requested by the subject of up 
to 180 days and notify the requester that the recording will then be destroyed unless a new 
request is made under this paragraph. 

D. Notwithstanding paragraph (b) or (c), a government entity may retain a recording for as 
long as reasonably necessary for possible evidentiary or exculpatory use related to the 
incident with respect to which the data were collected. 

E. The department shall maintain an inventory of BWC recordings having evidentiary value. 

Compliance 

Supervisors shall monitor for compliance with this policy. The unauthorized access to or 
disclosure of BWC data may constitute misconduct and subject individuals to disciplinary 
action and criminal penalties pursuant to Minn. Stat. § 13.09. 

The department will post this policy, together with its Records Retention Schedule, on 
its website. 


